
[image: image2.png]



	Circular Letter:  G14/10
To:  Headteachers of all schools


	Your Ref: 

Our Ref:
Enquiries to:

Direct Line:

Fax:

E-mail:

Date:
	Richard Taylor
(01670) 533595
(01670) 533558
 Richard.Taylor@northumberland.gov.uk
7th January 2010


Dear Colleague
Subject:   Dealing with indecent or potentially illegal images of pupils
Purpose:  To advise schools on the procedures that should be followed when dealing with 
                  e-safety incidents that may involve indecent or potentially illegal images of pupils
	Action:
	· To bring to the attention of all Headteachers, Network Managers, Child Protection and Looked After Children designated leads and for dissemination to all staff.

· Please read this letter in conjunction with ‘Reporting e-safety incidents’ circular letter no G144/09.  


In the event of any e-safety incident, please follow the procedures outlined in the Northumberland Safeguarding Children's Board flowchart. Guidance on the range of likely minor and major incidents is available in the schools section of the Becta website. 
Advice on securing evidence can also be accessed in the schools section of the Becta website. If the school identifies a suspect device (containing for instance indecent images or offences concerning child protection), it should not be used or viewed and advice sought from the Northumbria Police hi-tech crime unit via a local police station, rather than commence your own investigation. To do so may result in the loss of valuable evidence both on and off the premises if suspects inadvertently become aware of raised suspicions. In some circumstances such interference may itself also constitute a criminal offence.
The Internet Watch Foundation (IWF) provides information on dealing with illegal content. Attached is the IWF best practice guide on handling indecent or potentially illegal images of children. Any Internet content you believe to be potentially illegal, indecent (including images of child abuse), criminally obscene or of an incitement or racial hatred nature should also be reported to the Internet Watch Foundation.
Any inappropriate or potentially illegal activity with or towards a child online should also be reported to the Child Exploitation and Online Protection Centre.

If a child is in immediate danger or an urgent response is required, contact Northumbria Police

If there are any specific issues arising that you would like to discuss further, please contact richard.taylor@northumberland.gov.uk in the first instance.
Yours sincerely
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Richard Taylor

ICT & E-learning Adviser
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