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Use of Policy Central Enterprise in Northumberland schools – briefing note
Dear Colleague

Following the successful launch of the integrated e-safety strategy, we are now in the process of providing training to senior management staff in each school, to enable them to access the Policy Central Enterprise (PCE) console.

My purpose in writing to you is twofold:

Firstly, some staff and as a consequence, their unions, have questioned why we are implementing this. To help you further understand the Local Authorities rationale, I have drawn together some information below. 

However for a full understanding of our approach, of which PCE is just an element, please refer to the Yellow e-safety pack or visit http://ngfl.northumberland.gov.uk/e-safety 

Secondly, I wanted to reiterate the guidance we have provided on who to send on the PCE training. 

Because of the confidential nature of the data on the PCE server and because the issue being dealt with is child protection, we believe that the appropriate person to be trained in using the PCE console should be a member of the senior management team.

This is not a role for the school network technician.  A number of schools have seen this as purely an ICT issue and have tried to send their technician to training.  We have refused to allow this and will continue to stipulate that it is someone from the SMT.

Our reason for doing this is quite simple, child protection is not an ICT technical issue and ICT technicians are not trained or experienced in dealing with child protection issues.  Just as ICT technicians do not need to access the pupil performance data server, they do not need to access the e-safety data server.

I do hope you will appreciate our reasons for ensuring that it is the SMT who are trained in using PCE. 

It is of paramount importance to us that we all appreciate and respect the confidential nature of the data on the PCE server and as a consequence, not only should you select the appropriate staff for training, but also ensure that all staff understand how and why PCE is being used and what it can and cannot do.

PCE is there to protect staff and pupils from the risks associated with being online and using the Internet, from cyber-bullying to false allegations.  It is not there to track and log individuals every move, nor does it actually do this.

Below I have outlined some of the typical questions we have been asked about PCE.  Please contact me if you have any further issues or questions.

If staff have concerns about PCE infringing on their personal information and lives, then the best advice is that they should only use school ICT equipment for professional teaching and learning purposes and not for private or personal use.  In this way if ICT is provided by school or County Council and is only used for work purposes, there can be no conflict.
 
At the end of the day schools have a duty of care to staff and pupils and it would be cavalier of us to say to them – ‘use your ICT – but don’t worry if you haven’t a clue what is going on with it’. 
Sadly, our experience in County, when a significant e-safety child protection incident has occurred, is that the first thing the Police ask the school for is a log of what was happening on the network.
Yours sincerely
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​
Richard Taylor 
Adviser (e-learning & ICT)
enc

Why are we doing this?

· To protect children and staff from harm and false allegations.

· To provide tools directly to schools to better manage their networks and filtering and 
       consequently have a better understanding of the risks and dangers to pupils and staff.

· There is a legal obligation on schools and governing bodies to monitor networks and  

       a duty of care to children and staff, as well as a need to have clear evidence where 
       incidents occur.

·  There is a requirement from Becta that we have monitoring and filtering products in
       place.

·  The use of PCE and similar software is being promoted by Becta at National 
       e-safety events.

Is monitoring a new situation?

· No, because of the legal obligation, all NCC admin machines are monitored and have been for a number of years.

· Similarly in schools there is a track record of the use of monitoring software, for example:

· PCE has been in use in one High school for the last 2 years

· Similar products have been used in a number of other schools across County 

ie majority of Highs had Securus or Ranger, both of which work in a similar way to PCE.

Are we unique in doing this?

· No, a range of other local authorities have implemented this on a Countywide basis including Birmingham, Telford &Wrekin, Warwickshire, Middlesborough, Waltham Forest, Worcestershire, Stoke, Bradford, Derby City, Leicester City, Walsall, Coventry, Hartlepool.
· Other products, which have similar functionality, are being implemented widescale in other Local Authorities, for example Northern Grid are using e-safe across ten Local Authorities.
Is PCE different to these products ?

· No, but what is different is that:

a)  we have been much more up front about informing people about what is 
     taking place.

b)  the software warns people when they switch on a computer and asks them
     to agree to it before the computer will work.

c)  we have put the controls directly in the hands of the schools (who have the 

     legal responsibility) and made an expectation that senior management should
     take on the role of monitoring.

Why are Senior management being asked to monitor the network?

· The data gathered is for child protection purposes and as such it needs to be a senior member of staff with child protection training who takes on the role.

Is PCE being used to monitor everything?

· No, PCE logs attempts to visit inappropriate websites and text that breaks its rules list, for example use of swear words, phrases associated with grooming etc.

How has the use of Policy Central Enterprise (PCE) evolved in County?

· High school brought PCE to LA attention

· Demonstrated at High school network managers meetings 2008

· Demonstrated at ICT conference 2009

· Cyberbullying conference 2009 – Key note presentation and workshops 

· Briefing Robin Casson’s DMT meeting

· Briefing Trevor Doughty’s DMT & Divisional Heads meetings
· Briefing Safeguarding Board e-safety sub group

· Briefing Computer Services Network security manager, Internal Audit, School Support team and Legal Services
· Briefing Safeguarding Children Board

· Briefing Northumbria Police

· Piloted with high, middle, first and special schools.

· A series of Headteacher briefing sessions across the county

· Briefing at Primary Strategy Headteacher briefings

· Briefing at High School Senior Managers ICT group

· Chair of Governors’ e-safety sessions around County

· Full division training session

· A series of headteacher briefing sessions at the launch of the integrated e-safety strategy
· PCE console training for SMT
What guidance is being provided?

· Training is being provided to senior staff from each school, access to the PCE data  

       is not provided until a senior member of staff has attended training.

· At training, confidentiality and the need to work with staff and agree PCE’s use as part of a wider child protection policy are being stressed.

· Schools are being guided to use PCE to look for the significant issues that arise, where pupils or staff are at risk and not to get wrapped up in the trivia of all the data that is collected.

· Guidance at the end of the session reiterates that schools should:

1  Discuss as SMT and be clear on policy, practice and confidentiality.

2  Discuss with all staff and agree as part of wider e-safety and safeguarding policy.

3  Remind staff of how to deal with an incident using the NSCB flowchart.

4  Distribute NCC letter to all staff.
5  Keep the Local Authority informed if you have any issues or concerns.
6  Give it a go – don’t spend too much time looking at the data if an incident occurs it
    should be obvious.
7  Move cautiously, act sensitively and respect confidentiality.

8  Look for the significant.
9  Arrange to meet in the Autumn term to review progress.

What do we plan to do next?

· Take to Divisional Management Group and schools forum to seek support in making PCE a requirement in schools.

· Meet with Unions to discuss concerns

· Meet with schools in Autumn term to discuss roll out and any emerging issues.

· Explore the Local Authority providing a ‘managed service’, where we would report to schools on an half termly basis.
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