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	Circular Letter:  G144/09
To:  Headteachers of all schools
	Your Ref: 

Our Ref:
Enquiries to:

Direct Line:

Fax:

E-mail:

Date:
	RP/JI/JD/JK
Janet Ingham
 (01670) 533691
(01670) 533605
Janet.Ingham@northumberland.gov.uk
29th September 2009


Dear Colleague
Subject:    Reporting e-safety incidents


Purpose:  To standardise a referral pathway for all incidents and to ensure compliance

                  with child protection processes and timescales. 
	Action:
	· To bring to the attention of all Child Protection and Looked After Children designated leads and for dissemination to all staff.
· Please read this letter in conjunction with ‘a child protection/e-safety survey for education settings and all other settings including non Northumberland County Council’ circular letter no G143/09


The Association of Directors of Children’s Services (ADCS) have defined e-safety as:

‘All fixed and mobile technologies that children and young people may encounter, now and in the future, which allow them access to content and communications that could raise issues or pose risks to their wellbeing and safety’

By virtue of its very broad nature it is very difficult to define the specific nature of an e-safety ‘incident’.  Depending on the presenting circumstances, different e-safety incidents will require different responses, and undoubtedly no two e-safety incidents will be exactly the same. 

Some possible scenarios are illustrated in British Educational Communications and Technology Agency (BECTA) guidelines:

· accidental access to inappropriate material

· deliberate access to inappropriate material

· accidental access to illegal material

· deliberate access to illegal material

· inappropriate or illegal use of email

· inappropriate or illegal use of other technologies

· deliberate misuse of the network (for example, hacking or virus propagation)

· bullying or harassment using

There will be occasions when either a child/young person or an adult within an educational establishment, residential unit, alternative arrangement for Children in Care, eg foster care and extended school facilities (or any other setting in the community), receive an abusive email or accidentally accesses a website that contains abusive material.  When such a situation occurs, the expectation is that the child, young person or adult should report this incident immediately. 

There will also be occasions where children and young people will be the victims of inappropriate behaviour that could lead to possible or actual significant harm, in such circumstances Northumberland Safeguarding Children Board Multi-agency Procedures should be followed. 

The Designated Senior Person for Child Protection/E-Safety within the setting must refer details of the incident to the lead agencies involved in safeguarding children, namely Children’s Social Care and the Police. 

All settings, as part of their safeguarding duties and responsibilities must, in accordance with NSCB Procedures, assist and provide information and advice in support of child protection enquiries and criminal investigations. 

Local Safeguarding Children Boards (LSCB’s), and their partner agencies have responsibility to model processes and procedures for responding to incidents, drawing on good practice within the wider field of child protection as appropriate.

The attached flow chart represents the reporting procedure for all e-safety incidents. It has been developed to be flexible enough to be adapted by all agencies as a template to indicate a clear referral pathway which is consistent with child protection timescales and Northumberland Safeguarding Children Board (NSCB) procedures.  It is recognised however, that specific internal arrangements for security will be set by individual organisations.  The Local Authority and schools have a legal obligation to put appropriate systems and policies in place to combat cyber bullying, monitor use of broadband services, and the general use of school networks including filtering systems.  These standards should also apply to all other settings.

If there are any specific issues arising that you would like to discuss further, please contact Janet.Ingham@northumberland.gov.uk in the first instance.
Yours sincerely
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Russell Pilling

Head of Safeguarding
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Reporting an E-safety Incident - All Settings – version 8.1 (July ’09)
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Report to the Designated Officer for E-safety


Within 2 working days











Consider whether the incident has procedural, training or security implications. Share the information appropriately














LADO will agree a strategy for intervention


Within 1 working day





Possible referral to:


Northumbria Police Specialist Investigation Unit


Children’s Services


FACT Locality Office





Standard child protection procedures will then apply.














NCC & School Networks


Contact the Information Security Officer for assistance in establishing the type of activity - 01670 533309





Contact the Local Authority Designated Officer, LADO: Andrea Carmichael to discuss the need for further action - 01670 533503


To agree a strategy for dealing with the incident





Non-NCC Networks





Follow the relevant e-safety Incident Reporting, and Child Protection procedures.





Agree a strategy for dealing with the incident





Immediate response





Inform the Senior Manager / Headteacher and designated e-safety and/or 


child protection staff. Make a written record of the concern.








If appropriate, seek advice and guidance from the Designated Officer for


e-safety


(Russell Pilling)


01670 533622





Identify


e-safety lead





Internal Action





This might include:





Risk assessment


Counselling


Discipline


Referral to other agencies


Inform parents /carers if appropriate


Inform the Local Authority eg


if a website needs blocking or child protection issues begin to emerge etc.





Are there any Child Protection concerns?





No





Yes





Refer to the relevant Information & Network Security Manager to consider further action





Immediate response





Secure and preserve all evidence and hardware





A concern is raised
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