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This Policy defines the controlled access and usage procedures in operation in Secure Areas within Northumberland Council premises
Any queries arising from this Policy or its implementation can be taken up directly with the Information Security Officer at ITSecurity@northumberland.gov.uk 
The Information Security Officer is the Owner of this document and has approved management responsibility for its development, review and evaluation.
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1.
Scope
1.1
This policy is designed to cover the physical security of all designated ICT secure areas in all Council premises.
1.2
The Policy applies to all members, employees, contractors and all third parties requiring access to the Secure Area.

1.3
The extent to which the Policy is applied will be dependent upon the physical size of the Secure Area and the criticality of the data and equipment it contains. All the procedures identified at paragraph 4 should be followed in the case of a Data Centre. Advice on the degree of physical security required for a specific area can be sought from the Information Security Officer on (01670 53)3309 or at ITSecurity@northumberland.gov.uk 
2.
Introduction
2.1
A designated Secure Area is a Council building, or a room or suite of rooms within a Council building which contains critical and/or sensitive data or equipment.

2.2.
A Secure Area requires a higher degree of physical security than other council premises. This includes controlled and managed access by visitors to the Area, with procedures and responsibilities in place to prevent unauthorised access to, or disruption of, the Council’s ICT facilities, services and equipment.
3.
Responsibilities
3.1
Each Secure Area must have a designated Owner who is responsible for ensuring that access controls are maintained as specified in the procedure below.
3.2
The designated Owner is responsible for authorising access to the Secure Area.

3.3
All employees, contractors and other third parties have certain responsibilities as defined below.
4.
Procedure
4.1
The Secure Area must be locked at all times, and the Owner or delegate must check the Secure Area at least once every day.  

4.2
The physical perimeters of the Secure Area must be clearly marked, identifying areas where visitors must be accompanied by authorised personnel.  

4.3
Additional secure access should be considered for key rooms or areas within the perimeter of the designated Secure Area
4.4
Access to the Secure Area must be restricted to authorised persons, authorisation being provided by the Owner or delegate.
4.5
Access to the Secure Area requires authentication, and authorised persons are issued with an electronic pass.  The list of pass holders must be reviewed at least twice-yearly by the Owner.

4.6
The authentication system must retain a record of accesses. The record must be reviewed weekly, by someone other than the Owner, to identify any unauthorised access.

4.7
The Owner is responsible for ensuring that no unauthorised and/or unsupervised working takes place within the Secure Area.

4.8
All visitors requiring access to the Secure Area must be met at the door by a pass holder, and signed in using the Secure Area Access Log.  The log must record the date and time of arrival and departure, name and organisation/company/department of the visitor, the purpose of the visit, the visitor’s signature and the identity of the pass holder authorising the access. 
4.9
On arrival, all visitors must be provided with a numbered badge, details of which are recorded on the Access Log.  This badge must be visible at all times, and authorised pass holders within the Secure Area must challenge visitors not displaying a numbered badge. If an unauthorised person is found to have gained access to the Secure Area this must be reported to the Information Security Officer as a Security Incident.
4.10
Visitors must not be allowed to take recording equipment or any form of mobile device such as a USB stick into the Secure Area unless its use is authorised and supervised.
4.11
Visitors must only be allowed access to specific areas required for the purpose of the visit, and should wherever practicable be accompanied throughout the visit.
4.12
At the end of the visit the Visitor must be escorted from the Secure Area after returning the numbered badge and completing the Time Out section of the Access Log.

4.13
In general, the Owner of the Secure Area and all those who are authorised to work within it, must only divulge to other personnel details of the area and what is done within it on a need-to-know basis.
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