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This document describes the procedure for managing Security Incidents within Northumberland County Council, covering the definition, reporting and investigating of Security Incidents, Security Weaknesses and security-related software malfunctions and faults.
Any queries arising from this Procedure or its implementation can be taken up directly with Information Security Officer at  ITSecurity@northumberland.gov.uk 
The Information Security Officer is the Owner of this document and has approved management responsibility for its development, review and evaluation.
1
Responsibilities

1.1
The Information Security Officer maintains overall responsibility for ensuring compliance with this procedure, including coordinating and managing the response to any reported Security Weakness or Incident, documentation of all steps taken, evidence collection, and closing out the Event.

1.2
In the absence of the Information Security Officer the Network Manager will act as delegate for all his duties and responsibilities as identified in this procedure. 

1.3
All employees have a responsibility to be aware of Security Weaknesses and potential Security Incidents as defined in this Procedure and are required to report all incidents, both actual or suspected. All Security Weaknesses and Incidents must be reported to the Information Security Officer who will determine what further actions are necessary.  
1.4
Once becoming aware of a Security Weakness or Incident, failure to report it may result in disciplinary action. Reporting should be via the Security Event Report Form at Appendix 1 of this Procedure, which is also available on the intranet. It should be emailed to ITSecurity@northumberland.gov.uk , from where a blank form can also be obtained.  Users themselves must not investigate what appears to be a Security Incident or attempt to prove a Security Weakness.
1.5
Technical staff and other relevant personnel are required to fully support the Information Security Officer in dealing with a Security Weakness or Security Incident.
2
Security Incidents
2.1
A Security Incident is a situation where the security of a PC, a server, a system, an application or the network itself has been compromised, and may be from either an internal or external source. 

2.2
Examples of Security Incidents would include Users who have accessed data or material which their User Profile should have prevented them from seeing, or entered a system or application at a user level to which they are not entitled.  It could also be the introduction of a virus to a PC or server and/ or the network, or access to the network by an unauthorised user.

Other typical examples of Security Incidents are as follows:
· Unattended computers left logged on

· Compromise of passwords

· Repeated lock out of users accounts

· Flooding of the system with emails
· Malicious software (virus infections)
· Unscheduled shutdowns, system errors or overloads
· Denial of service attacks (which result in complete network failure)

· Unauthorised removal of hardware or software
· Breaches of physical security procedures or ICT Security or related policies
· Unauthorised personnel in restricted areas

· Loss of portable media and/or printed output

· Unauthorised loading of personal software

· Activation of intruder alarms

This is not a complete list of Security Incidents; it is intended as an indicative guide to what might constitute a Security Incident.

2.3
In addition, the following must be observed when reporting such types of incidents.

2.3.1
Inappropriate Internet Usage: If a computer has been used, or is suspected to have been used, to access, download or view inappropriate material as defined in the ICT & Information Security Policy and the Email Policy the computer must not be used, and must be isolated prior to investigation by unplugging from the mains supply. The Information Security Officer should be informed immediately on (01670 53)3309,  or at ITSecurity@northumberland.gov.uk 
2.3.2
Computer virus: Whether the incident involves an actual or suspected virus, employees are not authorised to investigate or resolve the problem. The affected PC, server or other equipment must be closed down immediately. Further use of the affected equipment must be suspended until the Information Security Officer along with an appropriate member of staff has investigated the Security Breach and resolved the incident with effective corrective actions implemented.

2.3.3
Suspected theft:  Theft or suspected theft must be reported to the relevant manager immediately who will advise the Information Security Officer 
2.4
Any individual who becomes aware of an actual, suspected or potential Security Incident must complete an Information Security Event report form (see Appendix 1), forward it to ITSecurity@northumberland.gov.uk  AND report it immediately to his or her manager / supervisor. 

2.5
All Security Incidents will be investigated by the Information Security Officer.  However, if this procedure fails to resolve the issues the incident will be referred to Internal Audit officers for resolution.
3
Security Weaknesses

3.1
A Security Weakness is a situation whereby potential for a Security Incident is identified.  A PC may be left unattended, logged into a system without a password-protected screensaver or other locking procedure potentially allowing unauthorised user access. 

3.2
It could also be the inclusion of too many individuals in a system’s Administrator profile or a lack of procedures for signing out laptops or other portable devices to individuals, potentially allowing unidentified use of the equipment.

3.3
A Security Weakness may not necessarily be ICT-related.  It could be windows left open close to portable equipment, or a PC monitor displaying potentially sensitive data positioned to face a window.

3.4
Any individual who becomes aware of an actual, suspected or potential Security Weakness must complete an Information Security Event report form (see Appendix 1), forward it to the Information Security Officer AND report it immediately to his or her manager / supervisor

4
Security Breaches and Violations
4.1
A Security Breach is an activity which causes or may cause the loss, damage or corruption of data.  This may be the result of a specific Security Incident, a Security Weakness, a violation of security policies or procedures or a combination of all three.

4.2
 A Security Violation is any activity which contravenes the ICT & Information Security Policy and/or other related policies, procedures and guidelines and may result in a Security Breach. 

4.3
Any individual who becomes aware of an actual, suspected or potential Security Breach or a Security Violation must complete an Information Security Event report form (see Appendix 1), forward it to ITSecurity@northumberland.gov.uk  AND report it immediately to his or her manager / supervisor.
5
Management of Reported Security Weaknesses and Incidents
5.1
The Information Security Officer will log all Security Event Reports immediately on receipt, and assess and categorise them as Weaknesses, Incidents, Breaches or Violations. He will log the progress of an investigation, including the collection and securing of any relevant evidence as the investigation progresses.
5.2
Any information gathered during the course of an investigation is treated as potential evidence in a disciplinary, criminal or civil action.  If the likelihood of legal, civil or criminal action is established, the involvement of police and legal support will be enlisted at the earliest opportunity. 

5.3
All evidence, in any format, will be retained securely by the Information Security Officer, who will have sole responsibility for the authorising of access to other personnel as appropriate.

5.4
Any paper documents collected as evidence will also be logged and dated, with a signed statement describing where and under what circumstances it was found, and by whom.
5.5
In the event of multiple Event Reports the Information Security Officer will prioritise response according to the criticality of the system or data at risk, the danger of further compromise of security and resources available.  He will also seek additional input from technically qualified staff as necessary to assist in analysing and understanding the event and identifying appropriate action to take in response to it.

5.6
The Information Security Officer is responsible for closing out the event after corrective measures have been implemented and proved effective.  He will then analyse the event identifying whether an earlier, more effective response may have been possible or preventative action needs to be considered to avoid a reoccurrence.

5.7
The Information Security Officer is responsible for initiating disciplinary action where required, by referring the event to the appropriate manager, and will manage and coordinate the collection and securing of evidence such as audit trails and forensic evidence. Where appropriate he will also initiate any claim for compensation from software or hardware manufacturers in liaison with procurement officers.

5.8
The Information Security Officer will prepare monthly reports for the Management Team identifying number, category, severity and impact of Security Events over the preceding month, recommending any appropriate additional controls that may help prevent future incidents and weaknesses.
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Information Security Event Report

	This Event Report Form Compiled By:

Name

Title

Date
	

	This Event Report Form Managed By:

Name

Title

Date
	

	Nature of Event

(Violation, Breach, Weakness, Other)


	

	Date of Report


	

	Time of Report


	

	Reported To:


	

	Person Making Report

Position/Role/Status

Name of Line Manager

Title


	

	Individuals/Teams/Systems/

Applications/Equipment/Locations Involved


	

	Event Witnessed/Experienced:


	

	Incident Ref Number
	

	Initial Response by ISO

	

	Other Officers Involved in 

Response/s


	

	Follow up Action


	

	Evidence Collected (and where retained)


	

	Referral to Internal Audit Required Y/N?

Date Referred

Internal Audit Officer
	

	Closure Action


	

	Review Date if required
	


7
1

