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The purpose of this document is to describe the rules and procedures associated with the transportation of personal data and procedures to be followed in circumstances whereby access to Council data is required by third parties
Any queries arising from this Policy or its implementation can be taken up directly with the Information Security Officer at <relevant email address> 
The Information Security Officer is the Owner of this document and has approved management responsibility for its development, review and evaluation.
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1.
Scope
1.1
This Policy applies to all elected Members, employees, or any other person who has responsibility for, or is required to access or process data obtained and stored by or on behalf of the Council.

1.2
The policy covers the storage, processing, transporting, sharing and disclosing of Council data, and the security controls required to maintain the confidentiality and integrity of the data.
1.3
The policy should be read in conjunction with the Council’s Code of Conduct, the ICT & Information Security Policy, the Mobile Computing Policy and the Data Protection Policy.   These documents are available on the Intranet, or from the Information Security Officer at ITSecurity@northumberland.gov.uk 
2.
Introduction
2.1
The business of the Council requires the storing and processing of a great deal of personal data about customers, as well as potentially sensitive corporate data. It is important that at all times this data is protected and kept in a secure manner.
2.2
As a general rule personal and sensitive corporate data must not be disclosed, transferred, or copied to third parties without authorisation from an appropriate senior officer, who understands the purpose of the request and is aware of the procedures to follow. 
2.3
Personal data is subject to the principles and provisions of the Data Protection Act 1998 and the Council’s Data Protection Policy. (See Paragraph 11 for associated documents). Advice on the requirements of these documents is available from the Council’s Data Protection Officer at ITSecurity@northumberland.gov.uk    Individuals requesting personal data held about themselves should be directed to the Data Protection Officer. (See Paragraph 12 for relevant contacts.) 

2.4
Requests for information about the Council’s services, activities and business rather than personal data should be directed to the Freedom of Information Officer. (See Paragraph 12 for relevant contacts).
3.
Responsibilities

3.1
It is the responsibility of all employees of the Council to safeguard the security of personal data for which they are responsible, or which they access in order to carry out their job. There is also a responsibility to bring to a manager’s attention any areas of concern regarding the transfer or transportation of personal information. 

3.2
Line managers have a responsibility to ensure that all staff are instructed in their responsibilities in relation to personal information and work at all times in a way that is compliant with this Policy.  Managers also have a responsibility to investigate and take relevant action to address any potential breaches of this Policy, supported by the Information Security Officer.  See paragraph 12 for Relevant Contacts.
3.3
Reporting of risks and incidents is important in ensuring that appropriate action is taken to prevent recurrence. The Information Security Event Report Procedure provides more information on how to report incidents.  See Paragraph 11 for Associated Documents
4.
Definitions

4.1
Personal and sensitive data
4.1.1
In the context of this Policy, data means personal information in the Council’s care.  The information may be held or moved in a number of different ways, such as:  

· Paper

· Floppy / hard disk

· Memory stick

· CD-Rom and DVD

· Email

· Over the telephone

· By video conference

· Photographs

· Microfilm

· Computer systems

4.1.2
Data can include information about the Council’s customers as well as other kinds of information used in the running of the Council’s business, such as management or personnel records, policy documents and staff instructions.

4.1.3
Very basic information about an individual, such as name, address, phone number etc can be misused, and if it includes additional personal data such as date of birth, bank account details etc, the impact of such misuse will be greater.

4.1.4
Personal data is defined as sensitive personal data if it includes information relating to racial or ethnic origin, political opinions, religious beliefs, trade union membership, physical or mental health or condition, sexual life, and offences committed by or alleged to have been committed by the subject of the data.
4.1.5
A large collection of data contained in one place can constitute a greater risk than the individual items of data within it.

4.2
Data Quality
4.2.1
Data Quality can be defined as being the creation, processing and management of Council information in such a way as to ensure:

· Its authenticity

· Its reliability

· Its integrity

· Its usability

4.2.2
Further information on data quality can be found in the Council’s Data Quality Policy.  (See Paragraph 11 for associated documents).
4.3
Data Protection
4.3.1
Data Protection refers to the principles and provisions of the Data Protection Act 1998, which seeks to govern the secure management of personal data, and in particular:

· The obtaining of personal data

· The storage and security of personal data

· The use of personal data

· The disposal and/or destruction of personal data

4.3.2
In Data Protection terms, personal data is information which would enable the identification of any living individual.

4.3.3
Further information about Data Protection can be found on the Intranet, from the Data Protection link on the home page.
4.3.4
The Council also has a Data Protection Policy. (See Paragraph 11 for associated documents).
5.
The Principles of Data Protection

5.1
The Data Protection Act is based upon 8 principles, aimed at ensuring that all personal data is:

5.1.1
Fairly and lawfully processed 

5.1.2
Processed for limited purposes 

5.1.3
Adequate, relevant and not excessive 

5.1.4
Accurate and up to date 

5.1.5
Not kept for longer than is necessary 

5.1.6
Processed in line with the rights of the subject of the data 

5.1.7
Secure 

5.1.8
Not transferred to other countries without adequate protection 

5.2
Of particular relevance to this Policy is Principle 7, which in full states that “Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data”.
5.3
It must be noted that for the purposes of the Data Protection Act, the term “processing” covers anything that is carried out in relation to the data, and will include copying or downloading of data.
6.
Risks and impact

6.1
There are a number of risks associated with the transportation, sharing and transfer of data, including but not limited to:

6.1.1
Information being lost, damaged or intercepted in transit, e.g. stolen/lost laptops or memory sticks, opened envelopes.

6.1.2
Delivery service delivering mail incorrectly

6.1.3
Information being sent to the wrong address or being intercepted when sent by email, post or fax.

6.1.4
Information received within the organisation but delivered to the wrong person.

6.1.5
Confidential conversations being overheard.

6.1.6
Personal information not being disposed of appropriately.

6.2
These and other risks have the potential to impact on:


6.2.1
The individuals whose information has been put at risk
6.2.2
Staff whose actions placed the information at risk. Their actions may lead to disciplinary action, and there may also be legal implications.

6.2.3
The organisation itself may experience a lack of public trust and confidence, and there is potential for prosecution under information legislation.
7.
General rules
7.1
The Council has an obligation to its customers to safeguard their personal details and other information, and data security is the personal responsibility of all the Council’s employees in addition to the Council’s corporate responsibility.
7.2
 In order to meet this obligation, employees must be aware of the following general rules:

7.2.1
In line with the Council’s Data Quality Policy, all data, personal or otherwise, must have an identified “owner” who is responsible for the collection, storage, controlled distribution and ultimate deletion of the data.
7.2.2
In line with the Council’s Data Protection Policy, all staff have a responsibility to comply with the Data Protection Act 1998, and therefore must take responsibility for any personal data they have in their possession.
7.2.3
Employees must never access data unless it is part of their job and there is a business need to do so.

7.2.4
Before making data available to anyone else, employees must make sure that they have the authority to release it.

7.2.5
Procedures should be in place for the receipt of confidential / sensitive information, ensuring it remains secure and protected.

7.2.6
Electronic data physically transported between sites, departments or organisations must be properly packaged and clearly labeled to ensure it is handled correctly, and not corrupted by magnetic fields or other environmental damage.

7.2.7
Data must never be left unattended on desks.

7.2.8
Data must not be stored on a non-Council PC, laptop or removable device, or on the hard drive of a Council PC.
7.2.9
Computers must always be “locked” when left unattended.

7.2.10
Careful consideration should be given to secure locations for the siting of whiteboards that contain or may potentially contain, confidential information. .

7.2.11
Disclosure of data by telephone / SMS
7.2.11.1 Data must never be given out over the phone or by any other verbal means unless it is absolutely clear who the data is being given to and that they are entitled to that data and are ready and able to accept it. Use of a security word should also be considered to validate information sharing where appropriate.
7.2.11.2 Voicemail messages containing personal information must only be left after due consideration has been given to the security and confidentiality risks involved.
7.2.11.3 Recorded phone messages containing confidential information must be secured by password access.  There should be a deputy and / or group password for times of absence.
7.2.11.4 If using text (SMS) messages for personal information, the recipient’s consent to be being contacted in this way must be obtained. 

7.2.11.5 Coded messages must be considered, and all messages received or sent must be documented and deleted immediately.

7.2.11.6 A dedicated work phone must be used for SMS messaging, with named staff responsible for its physical security and access password.


7.2.12
Disclosure of data by Fax
7.2.12.1 If sending personal information by fax, pre-programmed speed-dialing must not be used, and top sheets must be clearly marked “Private and Confidential”, together with the number of pages being sent and the contact details of the sender.

7.2.12.2 A time must be agreed with the recipient for the sending of the fax, and confirmation of delivery or non-delivery must be given.

7.2.12.3 A confirmation sheet must be printed and filed appropriately.  The fax machine should also be checked to ensure that its memory does not retain a record of the transmission.

7.2.13
Disclosure of data by external and internal mail
7.2.13.1 Information transported by surface mail must be by recorded delivery and must be protected from unauthorised access and environmental damage. External organisations should be requested to use secure post when forwarding confidential information, using tamper-evident packaging when possible.

7.2.13.2 When using internal mail confidential information must be placed in clearly identifiable envelopes and must be protected from loss and accidental viewing, using lockable storage equipment where appropriate.

8.
Transportation of data by mobile device
8.1
When using mobile devices such as laptop computers, PDA’s, memory sticks or CDs for legitimate purposes, the physical security of the device must always be considered –
8.1.1
Mobile devices must only be used in connection with authorised business use on behalf of the Council.
8.1.2
Steps must be taken to minimise the risk of loss of portable equipment.  Laptops, memory sticks, PDA’s, mobile phones and similar devices are all particularly at risk, whether in the office, at home, in a vehicle, a hotel or other public area.

8.1.3
All mobile devices must be security marked (etched, UV pen, etc.) as soon as received into a department or service, and then added to the appropriate inventory. They should also carry an owner’s or department name and a contact phone number
8.1.4
Departments and services must make employees aware of the user’s obligations and insurance arrangements before allowing the device to be taken off the premises.
8.1.5
When mobile devices are taken from a main office or storage area all users must ensure that they take adequate precautions to protect the equipment against theft or accidental damage at all times
. 

8.1.6
Records must be maintained within each department or service which detail their mobile devices including type, serial number and software available, and include provision for signing out and return. 
8.1.7
All mobile devices must be provided with appropriate access protection, for example, passwords and/or encryption. 
8.1.8
Manufacturers’ instructions for protecting equipment must be observed at all times, e.g. protection against exposure to strong electromagnetic fields.
8.1.9
Anything saved onto a mobile device should be transferred onto a network drive as soon as possible. 
8.1.10
Passwords must never be stored on a laptop or other mobile device

8.1.11
Laptops and other mobile devices must never contain more data than is the absolute minimum that is necessary. 

8.1.12
Mobile devices must not contain the only copy of any Council information. There must be a securely held original or backup copy stored on a network drive.

8.1.13
Data must not be removed from the office, or the network, unless there is an absolute need to do so.

8.1.14
Laptops, BlackBerrys etc and any papers containing personal or sensitive corporate data must be kept secure at all times – they must never be left in an unattended vehicle or open office.

8.1.15
Laptop computers must be carried as hand luggage and disguised where possible when travelling.  
8.1.16
Information should be removed from a mobile device as soon as possible, thus minimising the amount of personal/confidential information potentially available to anyone who attempts to access the device without permission. 
8.1.17
Laptop computers must not be connected to the network unless anti-virus software has updated.

8.1.18
When not in use, all portable devices such as laptop computers must be retained in a secure environment.  

8.1.19
Laptops and other portable devices must never be left unattended.

8.1.20
A laptop must not be left on a desk to charge overnight, and must always be locked away after use.

9.
Transfer and sharing of data
9.1.
Personal  data must not be downloaded to mobile devices such as laptops, PDA’s, USB sticks, CD’s etc, or emailed as an attachment or in the body of an email sent to an external address without secure protection such as encryption.  

9.2.
Employees must only send what is absolutely required to be sent.

9.3
Initial questions to consider:

9.3.1
Do you know what the data contains?

9.3.2
Are you sure you have the authority to send the data? If not, consult with
line manager within the department or service
9.3.3
Does the data need to be sent at all? 

9.3.4
Are you certain you are sending only what you absolutely need to and no more?

9.4
It is recognised that there are circumstances under which a legitimate request may be received for copies of data held by the Council – an example may be a system support company requiring a copy of a database, or access to a database in order to carry out support or maintenance work.

9.5
Enabling of access to a database must always be considered preferable to the copying of the data to portable media such as laptops, CD or memory sticks.

9.6
If a request is received for access to or copies of a database which contains personal or sensitive corporate data, the appropriate senior officer must confirm that the access or copying is legitimate.  In case of doubt, the Information Security Officer must be consulted.  (See Paragraph 12 for relevant contacts).
9.7
The first option to pursue is to make arrangements for the access to take place on site within Council premises.  This ensures that the access can be supervised and carried out in controlled circumstances.

9.7.1
All companies or individuals accessing data in this way must be made aware of the Council’s Data Protection Policy in the case of personal data and must be required to complete the Council’s Confidentiality Agreement and comply with all of its requirements. (See Paragraph 11 for associated documents).
9.8
If this option is not possible, consideration must then be given to enabling secure connection to the network to enable the company or individual to access the data remotely.

9.8.1
The Network Manager must be consulted about setting up this process, and the Council’s Code of Connection must be completed. (See Paragraph 12 for relevant contacts, Paragraph 11 for associated documents).

9.8.2
The company or individual must be made aware of the Council’s Data Protection Policy in the case of personal data, and must be required to complete the Council’s Confidentiality Agreement and comply with all of its requirements.
9.9
Only if on-site or remote network access is not possible should consideration be given to copying the data to a CD or other removable storage device.

9.9.1
Copying must take place under secure and controlled circumstances, and only when authorised by an appropriate senior officer.

9.9.2
Only sufficient data must be copied for the purpose.

9.9.3
The removable device must be password protected in an appropriate manner- the ICT & Information Security Policy provides advice on the creation of strong passwords. (See Paragraph 11 for associated documents).
9.9.4
If a CD or other removable storage device is to be sent to the company or individual, this must be by Recorded Delivery.

9.9.4.1
The name and address of the recipient must be entered clearly on the envelope or parcel, which must be marked “Private and Confidential” and be securely packaged to prevent loss or damage during transit.
9.9.5
The data must not be supplied until the company or individual has been made aware of the Council’s Data Protection Policy in the case of personal data, and has completed the Council’s Confidentiality Agreement and agreed to comply with all of its requirements.
9.10
Email is not a secure means of communication outside the security of the Council’s network and must not be used for sending personal or sensitive corporate data.

9.10.1
Even when emailing within the security of the Council network it is important to ensure the name and email address of the recipient is correct, and that a suitable subject line is used which does not include personal information.

9.10.2
The sender must also ensure that the recipient is expecting the information and also confirm that it has been received successfully.
9.10.3
Care must also be taken when copying or forwarding emails to other and multiple addresses, as doing so may result in unauthorised or inappropriate disclosure of the information to third parties.
10
General rules for visitors to Council premises

10.1
Staff must ensure that visitors are aware of this aspect of this policy:

10.1.1.
Visitors must not connect any mobile device, or attach any media to any equipment belonging to the Council without prior authorisation, which must be from a relevant Manager.
10.1.2.
Any approved connection must take place under appropriate supervision.
10.1.3
Visitors must not under any circumstances copy Council information of any description to any device or media without explicit consent. This may be regarded as theft of Council property and result in legal action.
10.1.4
Where possible, visitors must use “stand-alone” PCs or laptops for such devices or media instead of networked equipment
11.
Associated documents:

· Code of Connection
· Confidentiality Agreement
· Data Protection Policy
· Data Quality Policy
· Information Security Event Report Procedure

· Information Security Event Report Form

· Information Security Policy

These documents are available on the intranet.
or from the Information Security Officer at ITSecurity@northumberland.gov.uk 
12.
Relevant contacts:

Information Security Officer – To Be Confirmed
Data Protection Officer – To Be Confirmed
Network Manager – To Be Confirmed
Freedom of Information Officer – To Be confirmed
· General Information Security queries: ICTSecurity@northumberland.gov.uk 
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