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Purpose
Northumberland County Council requires that any Confidential Information, or any other confidential and/or restricted information shared with employees, sub-contractors or third parties of any description be the subject of this Confidentiality Agreement (the Agreement).

Any queries arising from this document or its implementation can be taken up directly with the Information Security Officer at ITSecurity@northumberland.gov.uk
Responsibilities
All owners of information assets are responsible for ensuring that their asset is only accessible to employees of the Council or to individuals who have current, signed Confidentiality Agreements.

The Confidentiality Agreement
This Agreement is made on the xxxxxxx day of xxxxxxx 20xx
BETWEEN:

(1)
Name of xxxxxxxxxxx  (the “Receiving Party”); and

(2)
Northumberland County Council, County Hall, Morpeth, Northumberland, NE61 2EF, (the “Disclosing Party”)

WHEREAS:
Prior to any disclosure to the Receiving Party, The Disclosing Party, being a local authority, requires the Receiving Party to enter into this Confidentiality Agreement to ensure that the Receiving Party will keep such disclosures confidential and make use of them solely as specified below.
NOW IT IS HEREBY AGREED:
1.
Definitions 

1.1
“Agreement” shall mean this Agreement and any documentation referred to, completed or to be completed in accordance with its provisions

1.2
“Confidential Information” shall mean any and all data, personal information and information relating to the business and or activities of the Disclosing Party whether written oral, visual or on electronic or other media, at any time supplied to the Receiving Party or to any of its advisors

1.3
“Data” shall mean information recorded in a form in which it can be processed by equipment operating automatically in response to instructions given for that purpose
1.4
“Personal Data” shall mean data consisting of information which relates to a living individual who can be identified from that information, including any expression of opinion about the individual but not any indication of the intentions of the data user in respect of that individual
1.5
“Permitted Purpose” means [define purpose];
1.6
In this Agreement (unless the context otherwise requires):

1.6.1
The words “including” and “include” and words of similar effect shall not be deemed to limit the general effect of the words which precede them

1.6.2
Reference to any agreement, contract, document or deed shall be construed as a reference to it as varied, supplemented or novated

1.6.3
Words importing persons shall include firms, companies and bodies corporate and vice versa

1.6.4
Construction of this Agreement shall ignore the headings and front sheet (all of which are for reference only)

1.6.5
References to a numbered clause are references to the clause of this Agreement so numbered

2.
Term

2.1
Unless terminated earlier under Clause 7, the obligations on the Receiving Party set out in this Agreement shall come into force on the date of disclosure of the Confidential Information (whether before, on or after the execution of this Agreement) and shall continue in force for a term of ten (10) years.
3.
Obligations

3.1
The Disclosing Party shall, whenever reasonably practicable, mark or otherwise designate Confidential Information to show expressly or by necessary implication that it is imparted in confidence. 
3.2
The Disclosing Party reserves the right to monitor and audit the use of the Confidential Information by the Receiving Party during the lifetime of this Agreement

3.3.
The Receiving Party will receive all Confidential Information (whether recorded in writing or by other means or given orally without record) which is disclosed in connection with this Agreement subject to the following conditions:
3.3.1
The Receiving Party shall, at its own expense, keep the Confidential Information secure and shall give it no less protection than it accords its own most confidential and valuable information (and in any event reasonable protection)

3.3.2
It shall not use the Confidential Information other than for the Permitted Purpose

3.3.3
It shall not disclose the Confidential Information to any person nor make any copies or abstracts of it except with the prior written consent of the Disclosing Party, or in accordance with Clause 4

3.3.4
It shall not disclose the Confidential Information to employees other than those necessary to fulfill the Permitted Purpose set out above and all such other employees to which it will disclose it will be made aware of the confidential nature of the information and will be aware of and comply with the terms of this Agreement.

3.3.5
It shall acknowledge the source (i.e. the Disclosing Party) of, and will mark “Confidential” any drawing, document or software incorporating the Confidential Information

3.3.6
The Receiving Party shall protect Personal Data in accordance with the provisions and principles of the Data Protection Act 1998

3.3.7
It shall inform the Disclosing Party’s Information Security Officer  at ITSecurity@northumberland.gov.uk or 01670 533309 immediately on becoming aware or suspecting that an unauthorised person possesses, is using or knows any of the Confidential Information and provide assistance to the Disclosing Party as it may reasonably require at the Disclosing Party’s cost (unless such unauthorised possession, use or knowledge is the fault of the Receiving Party when such assistance shall be at its own cost.)
4.
Exceptions
4.1
The obligations set out in Clause 3 above shall not apply to Confidential Information which:

4.1.1
at the time of disclosure is in the public domain or which after disclosure becomes part of the public domain through no fault of the Receiving Party
4.1.2
the Receiving Party can show was in its possession at the time of disclosure or which is independently developed by the recipient and was not acquired directly or indirectly from the Disclosing Party

4.1.3
is made public at any time by the Disclosing Party or by others with the permission of the Disclosing Party.

4.1.4
is received by the Receiving Party from a third party without similar restriction and without breach of this Agreement

4.1.5
is required to be disclosed by law. Upon the Receiving Party being required to disclose the Confidential Information by law, they shall before making such disclosure give notice to the Disclosing Party in writing.

5.
Remedies

5.1
The parties acknowledge that breach of this Agreement is capable of causing injury for which monetary compensation is an inadequate remedy requiring injunctive relief to be sought

6.
Indemnity

6.1
The Receiving Party shall indemnify the Disclosing Party for any loss or damage to the Disclosing Party as a result of the Receiving Party’s breach of the obligations of this Agreement.
7.
Termination

7.1
This Agreement may be subject to immediate termination by the Disclosing Party. Any breach of the Agreement, illegal or unlawful, which results in loss or damage to the Disclosing Party’s resources or the resources of other authorised users may be referred for legal action under relevant UK legislation.

8.
Effect of Termination
8.1
Upon termination of the Agreement for whatever reason, all access to the Confidential Information related to the Permitted Purpose shall cease forthwith. 

8.2
Electronic access shall be denied, electronic copies of, or containing, the Confidential Information including copies made on portable storage media must be erased

8.3
Any hard copy Confidential Information must be returned to the Disclosing Party for secure destruction within 7 days of termination of this Agreement. 

8.4
The Receiving Party shall certify in writing to the Disclosing Party that no copies have been made or retained.

9.
Review
9.1
The Agreement is subject to annual review, and without limitation whenever a change in the law, contracts of employment, contracts for services with third parties, other procedures or other relevant circumstances takes place.
10.
General

10.1
Except as expressly provided, the disclosure of Confidential Information under this Agreement shall not be construed as granting or confirming either expressly or impliedly any rights, licences, ownership or relationship.
10.2
All copyright and/or Intellectual Property rights in the Confidential Information remain the property of the Disclosing Party at all times.

10.3
Neither party may assign or deal in any way with all or any part of the benefit of, or its rights or benefits under, this Agreement.

10.4
The Receiving Party shall not assign or deal in any way with all or any part of the benefit of, or its rights, benefits or obligations under this Agreement without the prior written consent of the Disclosing Party.

10.5
This Agreement constitutes the entire agreement and understanding between the parties in respect of matters dealt with in it and supersedes any previous agreement between the parties relating to such matters. Each party acknowledges and agrees that in entering into this Agreement, it does not rely on, and shall have no remedy in respect of, any statement, representation, warranty or understanding (whether negligently or innocently made) other than as expressly set out in this Agreement.
10.6
If any provision of this Agreement is found by any Court or administrative body of competent jurisdiction to be invalid or unenforceable, such invalidity or enforceability shall not affect the other provisions of this Agreement which shall remain in force and effect.

10.7
This Agreement is to be construed and enforced in accordance with English law and is subject to the exclusive jurisdiction of the English courts to which the parties hereto submit.  This Clause shall not prevent a party from seeking interim relief in any court of competent jurisdiction.

IN WITNESS whereof the parties have executed this Agreement the day and year first 

Above written:

Signed by…………………………………………………………………………………………...

Name………………………………………………………………………………………………..

For and on behalf of……………………………………………………………………………….

Date…………………………………………………………………………………………………

Signed by…………………………………………………………………………………………...

Name………………………………………………………………………………………………..

For and on behalf of Northumberland County Council
Date…………………………………………………………………………………………………
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