General principles on Creating an Acceptable Use Policy 

The following advice is taken from the Becta document ‘AUPs in context: Establishing safe and responsible online behaviours’ published in February 2009, and you are strongly advised to read this document in full as it provides comprehensive guidance on a wide range of e-safety matters. 

There are some general principles that an effective end-user AUP should follow. 

For example, an AUP should: 

Be clear and concise. 

A lengthy AUP will not be read or understood. Try to keep an AUP clear and concise – aim for a page or two of A4 of core rules for the day-to-day document, perhaps providing more detail in a supplementary document that could be issued as part of the home–school agreement or induction programme. The separate detailed management document should provide the necessary depth and detail needed by the e-safety co-ordinator and management team to create and maintain an e-safe culture. 

Reflect your setting. 

The AUP must be relevant to your setting. Think through the issues in depth when creating your AUP, and model your approach on the needs and characteristics of your users, services and support networks. Consider your other policies – such as child protection, anti-bullying and behaviour policies – and ensure that your AUP reflects these and vice versa. 

Encourage end-user input. 

If end-users feel they have ownership of the policy, they may be more likely to adhere to its contents. Involve children and young people, parents and carers, as well as those who are expected to enforce the policy, when developing and reviewing your AUP.

Be written in a tone and style that is appropriate to the end-user. 

It may be necessary to develop several AUPs for different end-users within any one setting – for example, different documents for pupils, staff, and parents and carers, or those with particular communication needs. Again, it would be useful to have end-user input from each group to ensure that the final document meets their needs and can be fully understood. Some of the sample AUPs referenced in Section 4 of the Becta guidance provide good examples of documents created for different users. 

Promote positive uses of new and emerging technologies. 

Despite the risks, technology offers many wonderful opportunities: promote the positives in your AUP rather than focusing on the negatives. Remember also that technologies are evolving all the time: try to reinforce the concept of safe and responsible behaviours rather than focusing on specific technologies. 

Clearly outline acceptable and unacceptable behaviours when using technology and network resources provided by the school. 

End-users need a clear understanding of what they can, and can’t do, online using the technology and services available to them in school.

Clearly outline acceptable and unacceptable behaviours when using personal technologies on school premises or networks. 

End-users need a clear understanding of how they can use their own technology in certain settings. Strategies may range from a complete ban on all personal technologies, to approved use in certain situations, to positive encouragement of personal technologies to support and enhance the learning experience. 

Clearly outline what network monitoring will take place. 

End-users have a right to know how their network access will be monitored. An open and honest approach can help to prevent challenges to authority should e-safety incidents occur. 

Clearly outline the sanctions for unacceptable use. 

End-users need a clear understanding of the penalties they face if they break the rules. This may range from temporary suspension of services, to disciplinary action or even legal intervention, depending on the seriousness of the incident. 

Be regularly reviewed and updated. 

AUPs must be regularly reviewed and updated. This is essential if they are to remain effective in protecting children and young people, parents and carers, and staff and organisations from risk. In addition to a regular programme of review, AUPs should be reviewed more frequently if emerging issues or serious incidents dictate. 

Be widely, and regularly, communicated to all stakeholder groups. 

End-users need to be aware of the AUP – and understand it – if they are to adhere to it. Consider the best approaches for introducing the AUP: in a school this might be through the home–school agreement for pupils and parents or carers, or within induction programmes for staff – remember also to look for opportunities to assess whether it is understood. Reinforce the AUP regularly, monitor its impact and ensure that any changes in policy are also communicated to all those that need to know.

Core AUP statements 

Although AUPs should reflect the local context, there are core statements or approaches that all settings are likely to want to adopt and adapt as appropriate to the end-user’s age and understanding. For example: 

• All users must take responsibility for their own use of new technologies, making sure that they use technology safely, responsibly and legally. 

• All users must be active participants in e-safety education, taking personal responsibility for their awareness of the opportunities and risks posed by new technologies. 

• No communications device, whether school provided or personally owned, may be used for the bullying or harassment of others in any form. 

• No applications or services accessed by users may be used to bring the school, or its members, into disrepute. 

• All users have a responsibility to report any known misuses of technology, including the unacceptable behaviours of others. 

• All users have a duty to respect the technical safeguards which are in place. Any attempt to breach technical safeguards, conceal network identities, or gain unauthorised access to systems and services, is unacceptable. 

• All users have a duty to report failings in technical safeguards which may become apparent when using the systems and services. 

• All users have a duty to protect their passwords and personal network logins, and should log off the network when leaving workstations unattended. Any attempts to access, corrupt or destroy other users’ data, or compromise the privacy of others in any way, using any technology, is unacceptable. 

• All users should use network resources responsibly. Wasting staff effort or networked resources, or using the resources in such a way so as to diminish the service for other network users, is unacceptable. 

• All users should understand that network activity and online communications are monitored, including any personal and private communications made via the school network. 

• All users should be aware that in certain circumstances where unacceptable use is suspected, enhanced monitoring and procedures may come into action, including the power to check and/or confiscate personal technologies such as mobile phones. 

• All users must take responsibility for reading and upholding the standards laid out in the AUP. 

• All users should understand that the AUP is regularly reviewed and consistently enforced. 

The AUP should also: 

• provide information on where users can access material, advice and guidance relating to e-safety issues 

• provide information on what sanctions may be taken if the AUP is not followed. 

Presenting an AUP 

Think about how best to present the AUP in a style and tone that is appropriate to the intended audience. Remember, the AUP is a vehicle for protecting the institution as well as the individual, to articulate what it will and won’t do to help keep users and systems safe and secure. For example, just as the individual should undertake not to share usernames and passwords with others, the institution should explain how the use of facilities will be monitored and how users’ personal information will be kept secure. 

One presentational approach could be: 

• What you can do… 

• What you cannot do… 

• What we will do… 

• What we won’t do…

Additional AUP statements 

The core AUP statements outlined should apply to all user groups, whether children, staff, or parents and carers. However, additional provisions may be necessary for particular user groups as appropriate to their age and understanding, or roles and responsibilities, or for particular settings. 

For example, a school might take a particular approach to the use of personal technologies on both its premises and network, and so will need to document this within its AUP. Indeed it might have differentiated approaches for pupils in different year groups, or for staff use of personal technologies, and this should be made clear within the relevant end-user AUP. 

A staff AUP may have extra provisions for their responsibilities relating to the safety and security of data, and particularly the transfer of data between systems and locations using removable media. It might also contain statements relating to the professional conduct that staff are expected to abide by when using technology both in and out of the workplace. 

An AUP for parents and carers, on the other hand, may include particular provisions relating to parental engagement initiatives. For example, if access to a learning platform is given, the AUP may include clauses that only information pertaining to their child may be accessed, and that network resources may not be copied or used outside of the learning platform. 

Further information is given in section 7 of the Becta guidance on issues relating to specific settings i.e. 

· Early Years Settings 

· Primary Schools 

· Secondary Schools 

· Home Access and Parental Engagement 

· FE and Skills Settings 

· Children with SEN and particular vulnerability 

· Other LSCB Services

Becta advise that, if you have a specific query relating to e-safety policy or practice in your school or organisation, you should seek help from an appropriate legal adviser.

Examples of e-safety and Acceptable Use Policies 

The following sites provide examples of policies. Please note: inclusion of resources in this section does not imply endorsement by NSCB, nor does exclusion imply the reverse:

Hertfordshire Grid for Learning www.thegrid.org.uk/eservices/safety/index.shtml 

Hertfordshire provides a range of information on school e-safety policies, including sample acceptable use agreements for primary schools, secondary schools, and staff, governors and visitors. 

Kent County Council 

www.kenttrustweb.org.uk?e-safety 

Kent has developed extensive e-safety policy guidance including guidance and templates for developing an e-safety policy, a core policy and audit document for both primary and secondary schools, and guidance on staff codes of conduct. 

Leeds Learning Network 

www.leedslearning.net/resourcesandlinks/esafety.asp 

Leeds Learning Network has developed various e-safety materials including an extensive guide to help schools develop their own AUP. The website also provides useful information on password security. 

London Grid for Learning 

www.lgfl.net/lgfl/sections/safety/esafety/menu 

The London Grid for Learning has developed a range of e-safety policy and strategy resources, including some good examples of differentiated AUPs for different user groups – primary children, secondary children and adults working in schools. 

Northamptonshire County Council 

https://northants.lpplus.net/enable/e-safetyhome/pages/home.aspx
Northamptonshire provides a standard AUP which schools and other children’s services can download and adapt to suit their individual setting. 

Northern Grid for Learning 

www.northerngrid.org/esafety 

The Northern Grid for Learning provides a range of information on AUPs, an e-safety audit tool and guidance on password protocols. 

South West Grid for Learning (SWGfL) 

www.swgfl.org.uk/safety 

SWGfL has developed a range of policy information including an AUP, an internet-safety protocol and various information on security policies.

Staffordshire Safeguarding Children Board (SSCB) 

www.staffsscb.org.uk/e-safetytoolkit 

SSCB have developed an online e-safety toolkit, providing information on Acceptable Use Policies, incident response, and roles and responsibilities. 

West Midlands Regional Broadband Consortium (WMnet) www.wmnet.org.uk/go/esafety 

WMnet provides guidance on developing an AUP. They have also developed an e-safety framework as a tool that enables schools to assess and benchmark their adoption of good e-safety practice across all e-learning activities.

